Address 24 Luna Close Swindon Wiltshire SN25 2LZ UK
Phone: +44 (0) 7792951549

Email: info@holbi.co.uk

Internet: http://www.holbi.co.uk

User's Manual

Project name: TruelLoaded
Module: Configuration

Section: Sessions

Project Leader: Vladislav Malyshev
QA: Eduard Shutenko

Technical Writer: Yana Lovyagina

ERP

(7]
(0}
=
©
e}
S

w it h

version 1.1

Il ntegration
S ervice s

os Commer-roce
S kin s

Document Updated on 05 April 2007




Manual :: : Sessions Privileged and confidential © 2007 Holbi LLP

Table of Contents

1] (oo 18 o 1o o TR RS SRTR 3
Updating SesSion DIFECIOTY.........coooiiiiiiieeeeeeee et 3
Updating FOrce COOKIE USE..........cooiiiiiieeeeee ettt e e e e aaaa 4
Updating Check SSL SeSSION ID......coooiiiiiiiee e 5
Updating ChecCk USEr AQENL.........eoiiiiiiiee ettt e e e e e e e e e e e e e e e annnes 5
10 oTo P (] o [0 g 1T o Q| o (o | =] RS 6
Updating Prevent Spider SESSION.......ccccoiiiiiii i 6
Updating RecCreate SeSSION........coooi i e e e s 7

Holbi** B

24 Luna Close | Swindon | | Wiltshire SN25 2LZ | UK +44 (0) 208 1234 799 | info@holbi.co.uk



Manual :: : Sessions Privileged and confidential © 2007 Holbi LLP

Introduction

From the Admin Panel > Configuration > Sessions section you can set up your web-store
visiting sessions.

Updating Session Directory

1. Go to the Admin Panel and click the Configuration link.

2. Then, select the Sessions item.

3. Since the Session Directory item is highlighted, click the Edit button on the right.
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4. In the field, specify the directory name for storing the sessions files (if they are file-
based). A session is created when a user visits the web-store.

5. Click the Update button.
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Updating Force Cookie Use

1. From the Admin Panel click the Configuration link and select the Sessions item.

2. Select the Force Cookie Use item in the grid and click the Edit button on the right.
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- Tick the True button to force using of sessions when cookies are enabled only. It
means if Cookies are disabled in user's current Browser, a user will be shown a
message on the page forcing him to enable Cookies.

We have detected that vour browser does nat suppart cookies, or has set Cookies must be enabled ko purchase online on this store ko embrace privacy and
cookies bo be disabled, security related issues regarding your visit ko bhis site,

T continue shopping online, we encourage you to enable cookies on yaur By enabling cookie support on your browser, the communication between you
browser. and this site is strengthened to be certain it is you who are making transactions

on your own behalf, and to prevent leakage of your privacy information.
For Internet Explorer browsers, please follow these instructions:

1. Click on the Tools menubar, and select Internet Options
2. Select the Security tab, and reset the security level to Medium

We have taken this measurement of security For vour benefit, and apologize upfront if any inconveniences are caused,

Please contact the store owner if vou have any questions relating to this requirement, or to continue purchasing products offline.

¥ CONTINUE

- Tick the False button if you do not want to force users to activate Cookies.

3. Click the Update button.
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Updating Check SSL Session ID

1. From the Admin Panel click the Configuration link and select the Sessions item.

2. Select the Check SSL Session ID item in the grid and click the Edit button on the right.
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- Tick the True button to validate the SSL Session ID on every secure HTTPS page
request. This feature is used for safe navigation from HTTP to HTTPS pages.

- Tick the False button if you do not want to activate checking of SSL Session ID while
requesting HTTPS page.

3. Click the Update button.

Updating Check User Agent

1. From the Admin Panel click the Configuration link and select the Sessions item.

2. Select the Check User Agent item in the grid and click the Edit button on the right.
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Tick the True button to validate the client's browser user agent on every page request.
This feature allows to compare browser user agents while moving from page to page for
safe navigation through the web-store.

Tick the False button if you do not want to activate this feature.

2. Click the Update button.

Updating Check IP Address

1. From the Admin Panel click the Configuration link and select the Sessions item.

2. Select the Check IP Address item in the grid and click the Edit button on the right.
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Tick the True button to validate the client's IP Address on every page request. This

feature allows to compare user's IP Address while moving from page to page for safe
navigation through the web-store.

Tick the False button if you do not want to activate this feature.

2. Click the Update button.

Updating Prevent Spider Session

1. From of the Admin Panel click the Configuration link and select the Sessions item.

2. Select the Prevent Spider Session item in the grid and click the Edit button.
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Prevent Spider
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- Tick the True button to prevent known spiders from starting a session. The known
spiders (searching robots) such as Google, Rambler, etc., will be prevented from
starting a session on your web-store.

- Tick the False button if you do not want to activate this feature.

3. Click the Update button.

Updating Recreate Session

1. From the Admin Panel click the Configuration link and select the Sessions item.

2. Select the Recreate Session item in the grid and click the Edit button.
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- Tick the True button to recreate a session in order to generate a new session ID every
time a customer is logging on or creating a new account.

- Tick the False button if you do not want to activate this feature.

3. Click the Update button.

Holbi™

24 Luna Close | Swindon | | Wiltshire SN25 2LZ | UK +44 (0) 208 1234 799 | info@holbi.co.uk




